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ENVIROMENT:
What's happening?
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Something interesting is happening.
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DIGITAL TRANSFORMATION is RESHAPPING

SECURITY

— |
INTERNET SMARTPHONES US DOLARES RETAIL
USERS & | COMMERCE EN
-o= 2021, 3X DESDE 2016
MOBILE COMMERCE EN RETAIL BY 2021 CLOUD PENETRATION (ENTERPRISES)

Internet Users Data - World Bank Group, BI Intelligence — Business Insider’s research service,Silicon Valley London: THE INTERNET OF THINGS"Smart”
Products Demand a Smart Strategy Using M&A for a Competitive Edge,IDC FutureScape for Internet of Things, Gartner 2016: Analysts Reveal Five
susness  Inexpected Implications Arising From the Internet of Things,FMI Internet of Things (IoT) Security Products Market 2015 — 2020 IDC Future Scape.
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Top 10 Biggest Data Breaches of All Time

Company # of ppl affected What got leaked
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Cybersecurity Incidents &Breaches the new normal (+150 days)

Ransomwar
e

APT (Advanced
Persistent
Threat)

- Information
— leakage

Administrator
abuse

APT to
Critical
Infrastructure

: BUSINESS
;eleﬁ”lm | SOLUTIONS

Petya
WannaCry
US Presbyterian Hospital

Bangladesh Central Bank:

US$81mm in stolen funds
via SWIFT system hack

Ashley Madison: data
from 37 million customers
exposed

Panama Papers: 2.6tb of
confidential information
leaked to the media

Ukraine blackout: 30
electricity substations
disconnected for hours

DDoS
(Distributed
Denial of Service)

App attacks

Credit card theft
from POS

Internal network
credential
theft

Internal user
abuse

* DynDNS online blackout
* Transbank (Chile): Users

unable to use their credit cards

* Rio 2016 Olympics: POS
machines compromised

» Target: Data from 40 mm credit
and debit cards stolen

« Snowden case
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THERE IS NO PERIMETER. DIGITAL IDENTITY IS THE NEW ONE

ENTERPRISES, GOVERMENTS AND CONSUMERS PLAYING IN A NEW (IN)SECURITY ECOSYSTEM

CORPORATE INTERNET INTERNET SOFTWARE AS CYBER SUPPLY
NETWORK PRESENCE ACCESS A SERVICE THREATS CHAIN

CUSTOMER PREMISES DIGITAL VENDOR
FOOTPRIN RISK
T




DIGITAL RISK
RISK : THREATS / VULNS
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RISK= (THREAT & VULN ) (IMPACT & PROBABILITY )
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HACKTIVISM CRIME INSIDER ESPIONAGE  TERRORISM WARFARE
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How much does cyber-crime cost the world's leading 10 economies? Allianz ()

This AGCS atlas examines the estimated total cost to the global economy from cyber-crime per year, with
a particular focus on the impact on the world's top 10 economies, according to GDP.

$200bn+ annual cost to top
four economies.

Ll i 8. Russia $445bn’ annual cost to
$59bn $2bn
the global economy
1.Us
$108bn 1 CSIS/McAfee
7. France
9.)
$3bn 2. China $9§53r;
10. Italy $60bn
50%+ top 10 $900m
economies share of
annual cost
$250bn cost of cyber-crime to 4. Brazil
world’s 10 leading economies $7.7bn
Rankings according to cyber-crime costs
Country Ranking Cyber-crimeas  Estimated Country Ranking Cyber-crimeas  Estimated
by GDP' a % of GDP? cost? by GDP' a % of GDP? cost?
us $16.8trn 64% $108bn 0O W $2.7trn 16% $4.3bn
China $9.5trn 63% $60bn @ Brazil $2.4tm 32% $7.7bn
© lapan $4.9trn 02% $980m @ Russia $2.1trn 10% $2bn
@ Germany $3.7tm 1.60% $59bn © Italy $2.1trn .04% $900m
© France  $2.8tm 11% $3bn @ India $1.9trn 21% $4bn

Sources: "World Bank (2013) 2Net Losses: Estimating the Global Cost of Cyber-Crime, CSIS/McAfee 3Allianz Global Corporate & Specialty
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The fifth annual Allianz
Risk Barometer was
conducted among

both global businesses
and risk consultants,
underwriters, senior
managers and claims
experts in the corporate
insurance segment

of both Allianz Global
Corporate & Specialty
(AGCS) and local Allianz
entities.

Figures represent the
number of responses

as a percentage of

all survey responses
(1,146). More than one
risk could be selected by
respondents.

BUSINESS
SOLUTIONS

Top Business Risks 2016

2015 Rank Trend

2 Market developments (volatility, intensified competition, market stagnation) 34% NEW o

4 Natural catastrophes (storm, flood, earthquake) 24% 2 (30%) v

6 Macroeconomic developments (austerity programs, commaodity price increase, inflation/deflation)  22% NEW -

8 Fire, explosion 16% 3(27%) v

10 Theft, fraud, corruption 11% 10 (9%)

12 Human error 9% NEW -~

14 Quality deficiencies, serial defects 7% 11 (8%) v

16 Climate change/increasing volatility of weather 4% 15 (6%) v

18 Eurozone disintegration 2% 25 (2%) a

20 Machinery breakdown 1% NEW VS
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Top Business Risks 2016
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HOW DOES AFFECT DIGITAL TRANSFORMATION TO CYBERSECURITY?

BEING DIGITAL IS A MUST, BUT THIS NEW EXPOSURE NEEDS TO BE MANAGED (RISK/THREATS/VULNS)

OPPORTUNITIES

\ " 4

RISKS

INFRASTRUCTURE?
PERIMETER?

SUPPLY CHAIN?
OTHERs BREACHES?

ga Y
D OPORTUNIDADES

TRANSFORMACION
DIGITAL

MOBILE?

REPUTATION?
BYOD?

IDENTITY?

e . BUSINESS P CYBERSECURED BY
ua SOLUTIONS
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Six security principles for 2020

Business
Outcomes

N
Risk-Based “‘\@j” l@! Facilitator

Principles of Trust
and Resilience

Data Flow @ (((’@))) Detect and
-85 Respond

m

People-Centric

Gartner (May 2016)

, CYBER SECURED BY
Yelefonica | ivions MY Elevenpaths




NEW PARADIGM
RESILIENCE

(




The Scope of Cybersecurity Is Expanding to Become Digital Security

Information Security

IT Security

oT Physical
Security Security

loT Security

Digital Security

Source: Gartner (May 2016)
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NIST Cyber Security Framework

|dentify

Asset Management

Business
Environment

Governance

Risk Assessment

Risk Management
Strategy

. BUSINESS
;de}ﬁ”m | SOLUTIONS

Protect

Access Control

Awareness and
Training

Info Protection
Processes and
Procedures

.-'
Maintenance
i

Protective

Technology

Detect

Anomalies and
Events

Security Continuous
Monitoring

Detection Processes

Recover

Recovery Planning

Improvements

Communications

l ‘ ' CYBER SECURED BY
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SHIFT

Traditional SEC

Network Attacks

Vulnerabilities

G

TECHNOLOGY
CISO, CIO

Velefonica

BUSINESS
SOLUTIONS

Data Breaches

)
A
o

Employees
v

Critical Assets

fa

CORPORATE
CORP SEC

DIGITAL SECURITY 2.0

Legal & Compliance

o

Crime & Fraud

&

Business Continuity &
Supply Chain

{2
BUSINESS

CRO, COMPL,
M&A, HR

Geo-Paolitical
(5
&)

Benchmarking

Brand Reputation

@

N

STRATEGIC
CEO, BOARD
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...applying a completely evolved Digital Security approach...

- Former Approach
CYBERSECURITY understood as

IT SECURITY o INFORMATION SECURITY

is NOT enought anymore

The approach should evolve to:

Evolved Approach

CYBERSECURITY understood as

CYBERPROTECTION o CYBERINTELLIGENCE + CYBERRESILIENCE

HR Protection

Early Alerts

Processes Ssurveillance CSIRT
Platform Security APTe RED TEAM
Commes Security OSINT Cyberexercises

Development Security
Architecture References

Telefonica | s 4? Elevenpaths



... and redefining who does what for consistence and delivery

Yelefonica |

BUSINESS
SOLUTIONS

[ Audit ][ Intervention ] [ Control ]
Sec. Governance & Processes CSIRT | Legal
P ~ ~ | Procurement |
Security Security Cyber- Red 4 )
Architecture Transformation Intelligence Team Compliance
\ J J J
-
Governance & Planning Architecture, Development and Transformation
for IT & Network Platforms Programs
N
: Security Operations ]
-
IT Production } [ Networks Operation J [ Workplace } [ Cust(?mer J
devices

:] Direct Security Activities

' CYBER SECURED BY
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2017 Security acceleration

New Security

Normative & \ . 0365 fu" Wannacry
. Normative deplovment
Cyber
First steps to . \
align with Protected data Globa! CS!RT
coordination
GDPR :
: Intelligence network
| Risk based lled d Incident
Revised management Controlled ecosystem ar|1q nciaen established
Security esponse Ciber-
Strategic Plan Secure platforms intelligence
Support to alignment
new Audit Organization . appro:ch .
Framewor Remf?rcement of basic
k sectu;"l.ty processes (e.g.
Transformation patching)

Programmes Security Update workplace EPP

New Digital Security

I(:I:u’:li:Stacks, 4th Global Organization solution
atform) and OB model
Telefonica | s 4? cievenpaths



TELEFONICA
SUCCESS CASES
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GLOBAL & LOCAL

SOCS LATAM & USA

USA SOC
MEXICO SOC
COLOMBIA SOC
PERU SOC

CHILE SOC
ARGENTINA SOC
BRASIL SOC

SOCs EUROPE
SCC

SOC UK
GLOBAL TAGS

AFFILIATES

D

etisalat

»
Turk Telekom ’
">

y_ Singlel
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Intelligent MSSP Journey

‘ Leading the market in Managed Services Intelligent

depends on the intelligence of our SOCs

‘ OBs SOCs Revamping plan is key to succeed ; Advanced threat intelligence

Big data security analytics

Cloud MSSP services

Managed Detection and Response
Advanced forensics

Unified threat management E Advanced MSSP
Vulnerability Management LA
, Incident Response/ forensics
Up to the Governance, Risk & Compliance
' |dentity and Access Management

Device Monitoring

Log Collection and Retention

Basic managed and monitored services
Vulnerability Scanning

Traditional MSSP Advanced MSSP Intelligent MISSP

e 3 BUSINESS P CrBERSECURED BY
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We already have acknowledgments from industry analysts

W1 ) Gartner

™

. BUSINESS
7€/€}ﬁ7ﬂm | SOLUTIONS

“Telefénica is one of the exceptions
... by launching a dedicated suite
of IoT security products” (2016)

“Telefonica is a leading global
Managed Security Services Provider
(MSSP), positioned as the sixth
telco worldwide”(2016)

Telco of the year Award in Latin
America (2015, 2016)

“Telefonica has an in-house security

product R&D focus” (2016)
“Telefonica offers a deep portfolio of
managed and monitored services in
South America, North America, and
EMEA”. SOURCE: Vendor Landscape:
Global MMS, 2017

Penteo

Current Analysis

@

"Telefonica is the leading MSSP
of the Spanish market”. SOURCE:
Universo Penteo, 2017

"Telefonica is as STRONG company
in providing MSS in Europe and the
US and VERY STRONG in Latin
America. Outside of these
geographies, Telefonica is
increasing its presence through
strategic alliances with partners”.
SOURCE: 2016, 2017 Telefonica
MSSP Profile

Telefonica is positioned as a Major
Player in the IDC MarketScape for
Managed Security Services in
Western Europe. SOURCE: Wertern
Europe Market Scape, 2017

‘ ‘ ' CYBER SECURED BY
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http://www.google.es/url?url=http://cloudtimes.org/2013/06/16/ovum-byod-is-here-to-stay/&rct=j&frm=1&q=&esrc=s&sa=U&ei=emXHVIXkDKHT7Qal5IDQDg&ved=0CBwQ9QEwAw&usg=AFQjCNHQUeY0vJvsTnGLy8Q25MN1RJDHeA







EXPOSICION DIGITAL

GESTIONAR LA EXPOSICION DIGITAL REQUIERE DE SERVICIOS Y PRODUCTOS DE CIBERSEGURIDAD QUE
RESPONDEN A LOS RETOS QUE PRESENTA EL MUNDO DIGITAL.

PREVENIMOS, DETECTAMOS AMENAZAS TECNOLOGICAS

[/
Y RESPONDEMOS ANTES LAS | 0 . . 5
AMENAZAS TECNOLOGICAS P ORACLES . Activos: Errores de configuracion, parcheado, Shadow IT
| B =
§

Y DE NEGOCIO « Omnicanalidad: Red Interna, Internet, Movil, ...

RIESGOS DEL NEGOCIO

* Proteccion de marca, continuidad del negocio,
fraude online, brechas de informacion VIPs, canal movil

BENCHMARKING & SUPPLY CHAIN

» Riesgos provenientes de tus proveedores

‘ ‘ ' CYBER SECURED BY

ElevenPaths
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EXPOSICION DIGITAL: SOLUCIONES

PREOCUPACIONES SOLUCIONES

4

Vision unificada de activos y
vulnerabilidades y remediacion eficiente

Vision global de la huella digital de la
organizacion

Reduccion de las pérdidas y mejora
continua del negocio

Benchmarking basado en ratings de

/177 7oy fafe

Vision objetiva y diaria de la seguridad
de los proveedores

P17 LT ARy 7
[ [ [ ol Lo L A
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AMENAZAS OBJETIVOS
TECNOLOGICAS

PREVENCION Y PROACTIVIDAD

Q CONTROLAR LOS ACTIVOS DE

Las administraciones/empresas LA ENTIDAD Q

deben tener un conocimiento lo mas ———

profundo y actualizado posible de REDUCIR EL TIEMPO DE TENER UNA VISION GLOBAL Y
SIS EIEVES, CNE| TIOR8, IS eE O EXPOSICION Y RESPUESTA CONTINUA

y vincularlos con las necesidades de

5 | |

Su operativa.

@' :QUE HACER PARA LOGRAR

?
ESTOS OBJETIVOS? GESTIONAR
VULNERABILIDADES
7 ANALIZAR VULNERABILIDADES q
DESCUBRIR, IDENTIFICAR Y - \
REPORTAR LOS ACTIVOS Y SU ‘ CICLO DE VIDA DE LAS
e  VULNERABILIDADES )
(" , , 4 A 4 N\
HACKING ETICO, ANALISIS DE , SEGUIMIENTO DE HACKTIVISMO,
 VULNERABILIDADES k MEDIDAS DE REMEDIACION ) _ ACTIVISMO DE RED Y ANTI DDOS
( A ( , , ) e A
INVENTARIO DE ACTIVOS , VISION UNIFICADA, PRIORIZACION PUBLICACIONES DE BRECHAS DE
[ TECNOLOGICOS } VERIFICACION VULNERABILIDADES ~ ABASE DEIMPACTO ANEGOCIO |  SEGURIDAD y 0-DAYS )
|\ J
(" I 4 I (" N\
[ SHADOW IT } AL OF VULNERABILIDADES OMNICANALIDAD: WEB, APPS, ETC ROBO Y VENTA DE CREDENCIALES
|\ J (& J g J

”: BUSINESS CYBER SECURED BY
Wqﬁ”‘m AR, ' ‘ ElevenPaths



RIESGOS DEL
NEGOCIO

Es necesario entender las nuevas

motivaciones y vectores de ataques
para poder detectar y responder en
tiempo y forma, minimizando el

impacto econdmico y reputacional.

OBJETIVOS

v
v

Y REPUTACION

EFICIENTE

@' :QUE HACER PARA LOGRAR ESTOS OBJETIVOS?

PROTEGER CONTRA EL ABUSO DE MARCA'Y
MINIMIZAR EL DANO REPUTACIONAL

‘

Velefonica

Ve

.

USO INAPROPIADO DE LOGOS E
IMAGEN DE MARCA

N\

J

Ve

.

PUBLICACION DE INFORMACION FALSA
Y DIFAMACION EN REDES SOCIALES

N\

J

Ve

.

CANALES ALTERNATIVOS DE VENTA'Y
FALSFICACION DE PRODUCTOS

N

J

BUSINESS
SOLUTIONS

2
_ g

DETECTAR, MITIGAR Y RESOLVER INCIDENTES
DE SEGURIDAD

PROTEGER ACTIVOS, PROCESOS

INFORMACION ACCIONABLE.
TOMA DE DECISION RAPIDA'Y

Vs

.

PHISING Y PHARMING: DETECCION
Y TAKEDOWN DE LOS SITIOS

Vs

.

CARDING. ROBO DE TARJETAS DE
CREDITO Y DATOS FINANCIEROS

Ve

IDENTIFICACION DE MALWARE
CONTRA LA COMPANIA

(.

MONITORIZACION DE FUGAS DE
INFORMACION

_ g

v

MONITORIZACION, DETECCION
Y RESPUESTA 24x7

|
RESILIENCIA
|

< SECURIZAR EL CANAL MOVIL

Vs

.

DETECCION DE APLICACIONES
FALSAS O SOSPECHOSAS.

Vs

.

FALSIFICACION Y TAMPERING

Ve

.

SPYWARE, ADWARE Y MALWARE

CYBER SECURED BY
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BENCHMARKING OBJETIVOS
& SUPPLY CHAIN

0 TENER UN RATING OBJETIVO Q INFORMACION ACCESIBLE EN
DE MIS PROVEEDORES TIEMPO REAL Y CON HISTORICO

La seguridad es una tarea de todos — —
los ‘stakeholders’ de la empresa / , 0 .
- ESCALABLE A NUMERO Y ¢ COMO ME VEN MIS
aapp. NO, somos mas fuertes que el O TAMAKIO “CLIENTES’, SOCIOS O
eslabon mas débil de nuestra GOMBPRETIDORES?

|
cadena.

G ¢PUEDO CONOCER EL NIVEL DE SEGURIDAD DE PROVEEDORES O COMPETIDORES?

EVENTOS. ;CUAL ES SU NIVEL DE ¢(TOMAN MEDIDAS DE SEGURIDAD
1 COMPROMISO EN LA RED? 2 ADECUADAS O SUFICIENTES? 3 Sl KA (22 LI (o
- e A ' . - . s I
INFECCIONES POR BOTNETS ( DOMINIOS SPF b DETECCION DE APLICACIONES
PROPAGACION DE SPAM REGISTROS DKIM FALSAS O SOSPECHOSAS.
SERVIDORES CON MALWARE CERTIFICADOS TLS/SSL
RIESGO DE EXPLOTACION DE CONFIGURACIONES TLS/SSL
VULNERABILIDADES PUERTOS ABIERTOS
COMUNICACIONES INUSUALES PARCHEADOS
\ J SEGURIDAD EN LAS APLICACIONES
\ J

Telefonica | s 4? Elevenpaths



BASAMOS NUESTRA FORTALEZA EN LAS OPERACIONES

MONITORIZACION Y ANALITICA DE
SEGURIDAD AVANZADA P

EQUIPO

+ 1000 profesionales de Seguridad.
+ 650 analistas de ciberseguridad.
+ 60 analistas de amenazas.

AR ° é
\ 4 Q_

» Gestion integral de la seguridad durante mas de 15 ahos.

Tracking de mas de 100 millones de eventos de

seguridad al afo.

« Mas de 15,000 dispositivos bajo monitorizacion en todo
el mundo.

LA MEJOR EXITO
TECNOLOGIA DEMOSTRADO

» Talento para entender la informacién y traducirla en
negocios.
» Profesionales con mas de 10 anos de experiencia.
CERTIFICACIONES

A través de nuestros socios, ofrecemos tanto tecnologia de Y TALENTO

clase mundial como desarrollos propios investigacion
interna a nuestros clientes.

PROTEGIDOS Y SIEMPRE CONECTADOS

; CYBER SECURED BY
Velefonica | iivions A4 Elevenpaths



